


ELECTRONIC 
HEALTH RECORDS

Challenges in Design and Implementation



This page intentionally left blankThis page intentionally left blank



ELECTRONIC 
HEALTH RECORDS

Challenges in Design and Implementation

Edited by
Dean F. Sittig, PhD

Apple Academic Press
TORONTO      NEW JERSEY



CRC Press
Taylor & Francis Group
6000 Broken Sound Parkway NW, Suite 300
Boca Raton, FL 33487-2742

Apple Academic Press, Inc
3333 Mistwell Crescent
Oakville, ON L6L 0A2
Canada

© 2014 by Apple Academic Press, Inc.
Exclusive worldwide distribution by CRC Press an imprint of Taylor & Francis Group, an Informa 
business

No claim to original U.S. Government works
Version Date: 20131115

International Standard Book Number-13: 978-1-4822-3155-7 (eBook - PDF)

This book contains information obtained from authentic and highly regarded sources. Reason-
able efforts have been made to publish reliable data and information, but the author and publisher 
cannot assume responsibility for the validity of all materials or the consequences of their use. The 
authors and publishers have attempted to trace the copyright holders of all material reproduced in 
this publication and apologize to copyright holders if permission to publish in this form has not 
been obtained. If any copyright material has not been acknowledged please write and let us know so 
we may rectify in any future reprint.

Except as permitted under U.S. Copyright Law, no part of this book may be reprinted, reproduced, 
transmitted, or utilized in any form by any electronic, mechanical, or other means, now known or 
hereafter invented, including photocopying, microfilming, and recording, or in any information 
storage or retrieval system, without written permission from the publishers.

For permission to photocopy or use material electronically from this work, please access www.
copyright.com (http://www.copyright.com/) or contact the Copyright Clearance Center, Inc. 
(CCC), 222 Rosewood Drive, Danvers, MA 01923, 978-750-8400. CCC is a not-for-profit organiza-
tion that provides licenses and registration for a variety of users. For organizations that have been 
granted a photocopy license by the CCC, a separate system of payment has been arranged.

Trademark Notice: Product or corporate names may be trademarks or registered trademarks, and 
are used only for identification and explanation without intent to infringe.

Visit the Taylor & Francis Web site at
http://www.taylorandfrancis.com

and the CRC Press Web site at
http://www.crcpress.com

For information about Apple Academic Press product
http://www.appleacademicpress.com



DEAN F. SITTIG, PhD

Dean F. Sittig, PhD, is a Professor at the School of Biomedical Informatics 
at The University of Texas Health Science Center at Houston and a mem-
ber of the UT Houston-Memorial Hermann Center for Healthcare Quality 
and Safety. Dr. Sittig's research interests center on the design, develop-
ment, implementation, and evaluation of all aspects of clinical informa-
tion systems. In addition to Dr. Sittig's work on measuring the impact of 
clinical information systems on a large scale, he is working to improve our 
understanding of both the factors that lead to success, as well as the un-
intended consequences associated with computer-based clinical decision 
support and provider order entry systems.

ABOUT THE EDITOR



This page intentionally left blankThis page intentionally left blank



 Acknowledgment and How to Cite .................................................. xi
 List of Contributors ....................................................................... xiii
 Introduction ....................................................................................xix

Part I: Introduction
 1. Eight Rights of Safe Electronic Health Record Use ................................ 1
 Dean Sittig and Hardeep Singh

 2. Ten Key Considerations for the Successful Implementation and 
Adoption of Large-Scale Health Information Technology ...................... 9

 Kathrin M. Cresswell, David W. Bates, and Aziz Sheikh

Part II: Identifying and Preventing EHR Safety Concerns
 3. Defi ning Health Information Technology-Related Errors: 

New Developments Since to Err is Human ............................................ 27
 Dean Sittig and Hardeep Singh

 4. A Red-Flag Based Approach to Risk Management of EHR-Related 
Safety Concerns ........................................................................................ 37

 Dean Sittig and Hardeep Singh

 5. Matching Identifi ers in Electronic Health Records: Implications for 
Duplicate Records and Patient Safety .................................................... 49

 Allison B. McCoy, Adam Wright, Michael G. Kahn, Jason S. Shapiro, 
Elmer Victor Bernstam, and Dean F. Sittig

Part III: EHR Users and Usability
 6. Rights and Responsibilities of Users of Electronic Health Records ..... 65
 Dean Sittig and Hardeep Singh

 7. A Human Factors Guide to Enhance HER Usability of Critical User 
Interactions When Supporting Pediatric Patient Care (NISTIR 7865) .... 79

 Svetlana Z. Lowry, Matthew T. Quinn, Mala Ramaiah, David Brick, 
Emily S. Patterson, Jiajie Zhang. Patricia Abbott, and Michael C. Gibbons

CONTENTS



viii Contents

 8. Sociotechnical Evaluation of the Safety and Effectiveness of 
Point-of-Care Mobile Computing Devices: A Case Study 
Conducted in India ................................................................................. 115

 Dean F. Sittig, Kanav Kahol, and Hardeep Singh

Part IV: Clinical Decision Support
 9. Ten Commandments for Effective Clinical Decision Support: 

Making the Practice of Evidence-Based Medicine a Reality .............. 135
 David W. Bates, Gilad J. Kuperman, Samuel Wang, Tejal Gandhi, Anne Kittler, 

Lynn Volk, Cynthia Spurr, Ramin Khorasani, Milenko Tanasijevic, 
and Blackford Middleton

10. Improving Clinical Quality Indicators Through Electronic Health 
Records: It Takes More Than Just a Reminder ................................... 157

 Dean F. Sittig, Jonathan M. Teich, Jerome A. Osheroff, and Hardeep Singh

11. Recommended Practices for Computerized Clinical Decision Support 
and Knowledge Management in Community Settings: A Qualitative 
Study ........................................................................................................ 163

 Joan S. Ash, Dean F. Sittig, Kenneth P. Guappone, Richard H.  Dykstra, 
Joshua Richardson, Adam Wright, James Carpenter, Carmit McMullen, 
Michael Shapiro, Arwen Bunce, and Blackford Middleton

12. Governance for Clinical Decision Support: Case Studies and 
Recommended Practices from Leading Institutions ........................... 203

 Adam Wright, Dean F Sittig, Joan S. Ash, David W. Bates, Joshua Feblowitz, 
Greg Fraser, Saverio M. Maviglia, Carmit McMullen, W. Paul Nichol, 
Justine E. Pang, Jack Starmer, and Blackford Middleton

13. Use of Order Sets in Inpatient Computerized Provider Order Entry 
Systems: A Comparative Analysis of Usage Patterns at Seven Sites .... 229

 Adam Wright, Joshua C. Feblowitz, Justine E. Pang, James D. Carpenter, 
Michael A. Krall, Blackford Middleton, and Dean F. Sittig

Part V: Referrals
14. Improving the Effectiveness of Electronic Health Record-Based 

Referral Processes ................................................................................... 261
 Adol Esquivel, Dean F. Sittig, Daniel R. Murphy, and Hardeep Singh

Part VI: Laboratory Test Result Management
15. Eight Recommendations for Policies for Communicating Abnormal 

Test Results .............................................................................................. 281
 Hardeep Singh and Meena S. Vij



Contents  ix

16. Improving Follow-Up of Abnormal Cancer Screens Using 
Electronic Health Records: Trust But Verify Test Result 
Communication ....................................................................................... 297

 Hardeep Singh, Lindsey Wilson, Laura A Petersen, Mona K. Sawhney, 
Brian Reis, Donna Espadas, and Dean F. Sittig

Part VII: Bar Coded Medication Administration
17. Fifteen Best Practice Recommendations for Bar-Code Medication 

Administration in the Veterans Health Administration ...................... 313
 Emily S. Patterson, Michelle L. Rogers, and Marta L. Render.

Part VIII: Computer-Based Provider Order Entry
18. Computerized Provider Order Entry Adoption: Implications for 

Clinical Workfl ow ................................................................................... 341
 Emily M. Campbell, Kenneth P. Guappone, Dean F. Sittig, Richard H. Dykstra,

 and Joan S. Ash

19. Lessons From “Unexpected Increased Mortality After 
Implementation of a Commercially Sold Computerized Physician 
Order Entry System” ............................................................................. 359

 Dean F. Sittig, Joan S. Ash, Jiajie Zhang, Jerome A. Osheroff, 
and M. Michael Shabot

 Author Notes ........................................................................................... 369

 Index ........................................................................................................ 381



This page intentionally left blankThis page intentionally left blank



ACKNOWLEDGMENT AND 
HOW TO CITE

The chapters in this book were previously published in various places 
and in various formats. By bringing them together here in one place, we 
offer the reader a comprehensive perspective on recent investigations of 
electronic health records. Each chapter is added to and enriched by being 
placed within the context of the larger investigative landscape.
 We wish to thank the authors who made their research available for this 
book, whether by granting their permission individually or by releasing 
their research as Open Source articles. When citing information contained 
within this book, please do the authors the courtesy of attributing them by 
name, referring back to their original articles, using the credits provided at 
the end of each chapter.



This page intentionally left blankThis page intentionally left blank



LIST OF CONTRIBUTORS

Patricia Abbott
Johns Hopkins University

Joan S. Ash
Department of Medical Informatics and Clinical Epidemiology, Oregon Health & Science University, 
Mail Code: BICC, 3181 SW Sam Jackson Park Road, Portland, OR 97239-3098, USA

David W. Bates
Department of Medicine, Brigham and Women's Hospital, Harvard Medical School, Boston, Massa-
chusetts, USA, The Department of Health Policy and Management, Harvard School of Public Health, 
Boston, Massachusetts, USA

Elmer Victor Bernstam
School of Biomedical Informatics, The University of Texas Health Science Center at Houston 
(UTHealth), Houston, Texas, USA, Department of Internal Medicine, Medical School, The University 
of Texas Health Science Center at Houston (UTHealth), Houston, Texas, USA

David Brick
NYU Langone Medical Center

Arwen Bunce
Oregon Health & Science University, Portland, OR, USA

Emily M. Campbell
Department of Medical Informatics and Clinical Epidemiology, Oregon Health & Science University, 
Mail Code: BICC, 3181 SW Sam Jackson Park Road, Portland, OR 97239-3098, USA

James D. Carpenter
Providence Health & Services, Portland, OR, USA 

Kathrin M. Cresswell
The School of Health in Social Science, The University of Edinburgh, Edinburgh, UK

Richard H. Dykstra
Department of Medical Informatics and Clinical Epidemiology, Oregon Health & Science University, 
Mail Code: BICC, 3181 SW Sam Jackson Park Road, Portland, OR 97239-3098, USA



xiv List of Contributors

Adol Esquivel
Department of Clinical Effectiveness and Performance Measurement, St. Luke’s Episcopal Health 
System, Houston, TX

Donna Espadas
The Center of Inquiry to Improve Outpatient Safety Through Effective Electronic Communication and 
the Houston VA HSR&D Center of Excellence at the Michael E DeBakey Veterans Affairs Medical 
Center, VA Medical Center (152) 2002 Holcombe Blvd, Houston, TX 77030, USA

Joshua C. Feblowitz
Brigham & Women's Hospital, Boston, MA, USA, Partners HealthCare, Boston, MA, USA

Greg Fraser
Mid-valley Independent Physicians Association, Salem, Oregon, USA

Tejal Gandhi
Division of General Medicine, Department of Medicine, Partners Healthcare Systems and Harvard 
Medical School, Boston, Massachusetts

Michael C. Gibbons
Johns Hopkins University

Kenneth P. Guappone
Department of Medical Informatics and Clinical Epidemiology, Oregon Health & Science University, 
Mail Code: BICC, 3181 SW Sam Jackson Park Road, Portland, OR 97239-3098, USA, Providence 
Portland Medical Center, Portland, OR, USA

Michael G. Kahn
Department of Pediatrics, University of Colorado Denver, Aurora, Colorado, USA

Kanav Kahol
Public Health Foundation of India, New Delhi, India

Ramin Khorasani
Division of General Medicine, Department of Radiology, Partners Healthcare Systems and Harvard 
Medical School, Boston, Massachusetts

Anne Kittler
Partners HealthCare Information Systems, Clinical and Quality Analysis, Partners Healthcare Systems 
and Harvard Medical School, Boston, Massachusetts

Michael A. Krall
Kaiser Permanente Northwest, Portland, OR, USA



List of Contributors xv

Gilad J. Kuperman
Division of General Medicine, Department of Medicine and Clinical Informatics Research and Devel-
opment, Partners Healthcare Systems and Harvard Medical School, Boston, Massachusetts

Svetlana Z. Lowry
National Institute of Standards and Technology

Saverio M. Maviglia
Brigham and Women's Hospital, Boston, Massachusetts, USA, Harvard Medical School, Boston, 
Massachusetts, USA, Partners HealthCare, Boston, Massachusetts, USA

Allison B. McCoy
School of Biomedical Informatics, The University of Texas Health Science Center at Houston 
(UTHealth), Houston, Texas, USA

Carmit McMullen
Kaiser Permanente Center for Health Research, Portland, Oregon, USA

Blackford Middleton
Brigham & Women's Hospital, Boston, MA, USA, Partners HealthCare, Boston, MA, USA, Harvard 
Medical School, Boston, MA, USA

Daniel R. Murphy
Houston VA HSR&D Center of Excellence and The Center of Inquiry to Improve Outpatient Safety 
Through Effective Electronic Communication, both at the Michael E. DeBakey Veterans Affairs Med-
ical Center and the Section of Health Services Research, Department of Medicine, Baylor College of 
Medicine, VA Medical Center (152), 2002 Holcombe Blvd, Houston 77030, TX, USA

W. Paul Nichol
Patient Care Services, Veterans Health Administration, VACO, Washington, DC, USA, Division of 
General Internal Medicine, University of Washington, Seattle, Washington, USA

Emily S. Patterson
Ohio State University

Laura A. Petersen
The Center of Inquiry to Improve Outpatient Safety Through Effective Electronic Communication 
and the Houston VA HSR&D Center of Excellence at the Michael E DeBakey Veterans Affairs Medi-
cal Center, VA Medical Center (152) 2002 Holcombe Blvd, Houston, TX 77030, USA, Section of 
Health Services Research, Department of Medicine, Baylor College of Medicine, Michael E DeBakey 
Veterans Affairs Medical Center (MEDVAMC), HSR&D Center of Excellence (152) 2002 Holcombe 
Boulevard, Houston, TX 77030 USA

Jerome A. Osheroff
Thomson Micromedex, Denver, Colorado, Department of Medicine, University of Pennsylvania, 
School of Medicine, Philadelphia, Pennsylvania



xvi List of Contributors

Justine E. Pang
Brigham & Women's Hospital, Boston, MA, USA, Partners HealthCare, Boston, MA, USA

Emily S. Patterson
Getting at Patient Safety (GAPS) Center, Veterans Affairs Medical Center (VAMC), Cincinnati, and 
Clinical Medicine, University of Cincinnati, Cincinnati

Matthew T. Quinn
National Institute of Standards and Technology

Mala Ramaiah
National Institute of Standards and Technology

Brian Reis
The Center of Inquiry to Improve Outpatient Safety Through Effective Electronic Communication and 
the Houston VA HSR&D Center of Excellence at the Michael E DeBakey Veterans Affairs Medical 
Center, VA Medical Center (152) 2002 Holcombe Blvd, Houston, TX 77030, USA 

Marta L. Render
VA GAPS Center, and Professor of Clinical Medicine, University of Cincinnati

Joshua Richardson
Weill Cornell Medical College, New York, NY, USA

Michelle L. Rogers
Getting at Patient Safety (GAPS) Center, Veterans Affairs Medical Center (VAMC), Cincinnati, and 
Clinical Medicine, University of Cincinnati, Cincinnati

Mona K. Sawhney
The Center of Inquiry to Improve Outpatient Safety Through Effective Electronic Communication and 
the Houston VA HSR&D Center of Excellence at the Michael E DeBakey Veterans Affairs Medical 
Center, VA Medical Center (152) 2002 Holcombe Blvd, Houston, TX 77030, USA

M. Michael Shabot
Departments of Surgery and Enterprise Information Services, Cedars-Sinai Medical Center, Los An-
geles, California

Jason S. Shapiro
Department of Emergency Medicine, Mount Sinai School of Medicine, New York, New York, USA

Michael Shapiro
Oregon Health & Science University, Portland, OR, USA



List of Contributors xvii

Aziz Sheikh
eHealth Research Group, Centre for Population Health Sciences, The University of Edinburgh, Ed-
inburgh, UK

Hardeep Singh
Houston VA Health Services Research and Development Center of Excellence and The Center of 
Inquiry to Improve Outpatient Safety Through Effective Electronic Communication, Michael E. De-
Bakey Veterans Affairs Medical Center and the Section of Health Services Research, Department of 
Medicine, Baylor College of Medicine, Houston

Dean F. Sittig
University of Texas School of Health Information Sciences and the UT-Memorial Hermann Center for 
Healthcare Quality and Safety, Houston

Cynthia Spurr
Partners HealthCare Information Systems, Clinical Informatics Research and Development, Partners 
Healthcare Systems and Harvard Medical School, Boston, Massachusetts

Jack Starmer
Vanderbilt University Medical Center, Nashville, Tennessee, USA

Milenko Tanasijevic
Division of General Medicine, Department of Pathology, Partners Healthcare Systems and Harvard 
Medical School, Boston, Massachusetts

Jonathan M. Teich
Elsevier Health Sciences, Philadelphia, Pennsylvania, Department of Medicine, Harvard University, 
Boston, Massachusetts

Meena S. Vij
Diagnostic & Therapeutic Care Line Executive and Chief of Radiology, Michael E. DeBakey VA 
Medical Center, and Associate Professor of Radiology at Baylor College of Medicine

Lynn Volk
Partners HealthCare Information Systems, Clinical and Quality Analysis, Partners Healthcare Systems 
and Harvard Medical School, Boston, Massachusetts

Samuel Wang
Clinical Informatics Research and Development, Partners Healthcare Systems and Harvard Medical 
School, Boston, Massachusetts

Lindsey Wilson
The Center of Inquiry to Improve Outpatient Safety Through Effective Electronic Communication and 
the Houston VA HSR&D Center of Excellence at the Michael E DeBakey Veterans Affairs Medical 
Center, VA Medical Center (152) 2002 Holcombe Blvd, Houston, TX 77030, USA



Adam Wright
Brigham and Women's Hospital, Harvard Medical School, Boston, Massachusetts, USA

Jiajie Zhang
School of Health Information Sciences, University of Texas, Houston, Texas

xviii List of Contributors



Establishing a safe and effective electronic health record (EHR)-enabled 
health care delivery system is one of the most important and complex chal-
lenges facing clinicians and the healthcare organizations they work for 
today. Since the passage of the Health Information Technology for Eco-
nomic and Clinical Health (HITECH) Act, a portion of the American Re-
covery and Reinvestment Act of 2009, the proportion of clinicians using 
EHRs on a routine basis has increased from less than 20% to over 60%. 
Concomitantly, the number of certified EHR vendors in the United States 
has increased from 60 to more than 1700. When coupled together, this in-
flux of healthcare organizations and clinicians that are new to the uses of 
health information technology, along with a myriad of new EHR vendors, 
stands to create significant new and often unanticipated challenges. The 
goal of this book is to provide an overview of the challenges in EHR de-
sign and implementation along with an introduction to the “best practices” 
that have been identified over the past several years. The book is divided 
into and introduction and eight subsections. Each subsection focuses on a 
key implementation issue or a specific component of an EHR. 

The fi rst section provides an overview of the issues at hand. In the fi rst 
chapter, Sittig and Singh looks at some of the concerns surrounding EHR 
use and proposes eight rights of safe EHR use. These rights are grounded 
in Carayon’s Systems Engineering Initiative for Patient Safety, a human 
factors engineering model that addresses work-system design for patient 
safety.

In Chapter 2, Cresswell and colleagues argue that the implementation 
of health information technology interventions is at the forefront of most 
policy agendas internationally. However, such undertakings are often far 
from straightforward as they require complex strategic planning accompa-
nying the systemic organizational changes associated with such programs. 
Building on experiences of designing and evaluating the implementation 
of large-scale health information technology interventions in the USA and 
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xx Introduction

the UK, the authors highlight key lessons learned in the hope of inform-
ing the ongoing international efforts of policymakers, health directorates, 
healthcare management, and senior clinicians.

Part II, titled “Identifying and Preventing EHR Safety Concerns,” ex-
amines the many organizations in the midst of implementing Electronic 
Health Records (EHRs). Research and experience gained over the past 20 
years has shown that implementing EHRs is diffi cult, time-consuming, 
and expensive. In addition, recent reports indicate that many organizations 
continue to experience various types of unintended adverse consequences. 
The goal of this section is to illustrate how an organization can identify 
specifi c EHR-related safety concerns as well as begin their understanding 
of what they should do to remedy these situations before tragedy strikes.

In Chapter 3, Sittig and Singh fi nd that despite the promise of health in-
formation technology (HIT), recent literature has revealed possible safety 
hazards associated with its use. The Offi ce of the National Coordinator for 
HIT recently sponsored an Institute of Medicine committee to synthesize 
evidence and experience from the fi eld on how HIT affects patient safety. 
To lay the groundwork for defi ning, measuring, and analyzing HIT-related 
safety hazards, they propose that HIT-related error occurs any time HIT is 
unavailable for use, malfunctions during use, is used incorrectly by some-
one, or when HIT interacts with another system component incorrectly, re-
sulting in data being lost or incorrectly entered, displayed, or transmitted. 
These errors, or the decisions that result from them, signifi cantly increase 
the risk of adverse events and patient harm. They describe how a socio-
technical approach can be used to understand the complex origins of HIT 
errors, which may have roots in rapidly evolving technological, profes-
sional, organizational, and policy initiatives.

The next chapter details how although electronic health records (EHRs) 
have a signifi cant potential to improve patient safety, EHR-related safety 
concerns have begun to emerge. Sittig and Singh analyzed 369 responses 
to a survey sent to the memberships of the American Society for Health-
care Risk Management and the American Health Lawyers Association and 
supplemented by their previous work in EHR-related patient safety, the 
authors identifi ed the following common EHR-related safety concerns: 
1) Incorrect patient identifi cation; 2) Extended EHR unavailability (either 
planned or unplanned); 3) Failure to heed a computer-generated warning 
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or alert; 4) System-to-system interface errors; 5) Failure to identify, fi nd, 
or use the most recent patient data; 6) Misunderstandings about time; 7) 
Incorrect item selected from a list of items; 8) Open or incomplete orders. 
In this paper, the authors present a “red fl ag”-based approach that can be 
used by risk managers to identify potential EHR safety concerns in their 
institutions. An organization that routinely conducts EHR-related surveil-
lance activities, such as the ones proposed here, can signifi cantly reduce 
risks associated with EHR implementation and use.

Chapter 5, by McCoy et al., seeks to quantify the percentage of records 
with matching identifi ers as an indicator for duplicate or potentially dupli-
cate patient records in electronic health records in fi ve different healthcare 
organizations, describe the patient safety issues that may arise, and present 
solutions for managing duplicate records or records with matching identi-
fi ers. For each institution, they retrieved de-identifi ed counts of records 
with an exact match of patient fi rst and last names and dates of birth and 
determined the number of patient records existing for the top 250 most 
frequently occurring fi rst and last name pairs. They also identifi ed meth-
ods for managing duplicate records or records with matching identifi ers, 
reporting the adoption rate of each across institutions. They found that 
the occurrence of matching fi rst and last name in two or more individu-
als ranged from 16.49% to 40.66% of records; inclusion of date of birth 
reduced the rates to range from 0.16% to 15.47%. The number of records 
existing for the most frequently occurring name at each site ranged from 
41 to 2552. Institutions varied widely in the methods they implemented 
for preventing, detecting and removing duplicate records, and mitigating 
resulting errors. The percentage of records having matching patient identi-
fi ers is high in several organizations, indicating that the rate of duplicate 
records or records may also be high. Further efforts are necessary to im-
prove management of duplicate records or records with matching identi-
fi ers and minimize the risk for patient harm.

Part III is titled “EHR Users and Usability”; the rapid increase in the 
rate of EHR adoption following the HITECH Act of 2009 has highlighted 
many shortcomings of existing EHR technology. Many of these short-
comings revolve around the concept of EHR usability as exemplifi ed by 
the need for users to engage in data entry, communication, and review. 
A major confounder in the usability debate revolves around the multiple 
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users of the EHR; each with a distinct and often confl icting set of require-
ments. A major challenge is to identify the myriad EHR users and the 
key tasks they need to accomplish, for example, clinicians need to record 
their thoughts and actions regarding patients past medical history, current 
presenting complaints, and future plans including ordering diagnostic tests 
and therapy. The EHR is also used as a front-end to the billing process that 
requires documentation using a distinct set of billing codes that record 
exactly what the clinician did (i.e., physiologic systems examined, proce-
dures performed, tests and therapies ordered) during the encounter. The 
same data are also used by the organization’s administration to measure 
and monitor the quality of care provided across the organization. Attempts 
to improve EHR usability must take a comprehensive view of this problem 
considering the viewpoints of all potential users.

In Chapter 6, Sittig and Singh argue that despite the potential benefi ts 
of electronic health records, clinicians have experienced several challeng-
es in their adoption and use. To encourage debate on strategies to over-
come these challenges, they developed a set of 10 “rights” of clinicians 
that represent important features, functions and user privileges of elec-
tronic health records that clinicians need to provide safe, high·quality care.  
Each right is accompanied by a corresponding responsibility of clinicians, 
without which the ultimate goal of improving quality of health care might 
not be achieved.

Lowry and colleagues examine the practice of EHR in pediatric medi-
cine in Chapter 7. Adoption of electronic health record (EHR) systems in 
hospitals and physician practices is accelerating. Usability of EHRs has 
been identifi ed as an important factor impacting patient safety, and rec-
ommendations for improvement have been provided. Pediatric patients 
have unique characteristics that translate into unique EHR usability chal-
lenges. It is not surprising, then, that the adoption of EHRs by pediatric 
care providers has lagged behind adoption for adult care providers. In this 
document, we highlight important user interactions that are especially sa-
lient for pediatric care and hence to the EHR user-centered design pro-
cess. These interactions and associated usability recommendations were 
identifi ed by consensus during a series of teleconferences with experts 
representing the disciplines of human factors engineering, usability, in-
formatics, and pediatrics in ambulatory care and pediatric intensive care. 
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In addition, extensive peer review was provided by experts in pediatric 
informatics, emergency medicine, neonatology, pediatrics, human factors 
engineering, usability engineering, and software development and imple-
mentation. This report details recommendations to enhance EHR usabil-
ity when supporting pediatric patient care and also identifi es promising 
areas for EHR innovation. Finally, the authors illustrate unique pediatric 
considerations in the context of representative clinical scenarios that may 
be helpful for formative user-centered design approaches and summative 
usability evaluations.

Chapter 8 examines a different challenge of adopting EHR practices, 
this time in developing countries. Sittig, Kahol, and Singh examine the 
potential for health information technology (IT) to enhance quality of care 
is limited by unanticipated problems following adoption of new systems 
and technologies. Proactive assessment of system vulnerabilities can help 
improve existing systems and ease implementation of new innovations. 
The authors applied a comprehensive socio-technical model of safe and 
effective health IT use to the formative evaluation of a novel tablet-based 
device designed to support primary care practice in rural India. Based on 
their conceptual model, they developed an assessment guide for the tablet 
system that was informed by literature review, interviews, and observa-
tions of health workers and supervisors. The assessment revealed and ad-
dressed both technical (functionality, content, usability, user interface) and 
non-technical (workfl ow, processes, and policies etc.) areas of improve-
ment.

Part IV, titled “Clinical Decision Support” (CDS) interventions as inte-
grated within an EHR, are designed to aid the clinician’s decision-making 
process at the point of care. The current scope of CDS focuses primarily 
on medications, laboratory testing, radiology procedures, and providing 
access to clinical reference literature. There is substantial evidence to sug-
gest that well-designed clinical decision support not only enhances the 
quality of care provided but directly impacts patient safety by decreasing 
common errors and reducing missed opportunities or omissions that result 
in patient harm. In spite of this, many electronic health records (EHRs) do 
not have robust or reliable decision support features, and poorly imple-
mented HIT systems have been shown to adversely affect care by intro-
ducing errors. This section outlines overarching guidelines for effective, 
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effi cient, and reliable CDS systems and provides specifi c suggestions to 
improve the design, implementation, and use of these systems.

In Chapter 9, Bates and colleagues argue that while evidence-based 
medicine has increasingly broad-based support in health care, it remains 
diffi cult to get physicians to actually practice it. Across most domains in 
medicine, practice has lagged behind knowledge by at least several years. 
The authors believe that the key tools for closing this gap will be informa-
tion systems that provide decision support to users at the time they make 
decisions, which should result in improved quality of care. Furthermore, 
providers make many errors, and clinical decision support can be useful 
for fi nding and preventing such errors. Over the last eight years the au-
thors have implemented and studied the impact of decision support across 
a broad array of domains and have found a number of common elements 
important to success. The goal of this report is to discuss these lessons 
learned in the interest of informing the efforts of others working to make 
the practice of evidence-based medicine a reality.

Sittig and colleageus argue that a simple reminder is not always suf-
fi cient when it comes to encouraging various health reminders in Chapter 
10. State-of-the-art electronic health record systems with advanced clini-
cal decision support (CDS) capabilities can fundamentally improve qual-
ity and reduce costs of health care. However, these outcomes have not 
been universally achieved. They also argue that maximizing the potential 
of CDS for improving quality and safety of care requires attention to sev-
eral factors, not all of which are related to the computer system.

Chapter 11, by Ash and colleagues, seeks to identify recommended 
practices for computerized clinical decision support (CDS) development 
and implementation and for knowledge management (KM) processes in 
ambulatory clinics and community hospitals using commercial or locally 
developed systems in the U.S. Guided by the Multiple Perspectives Frame-
work, the authors conducted ethnographic fi eld studies at two community 
hospitals and fi ve ambulatory clinic organizations across the U.S. Using 
a Rapid Assessment Process, a multidisciplinary research team gathered 
preliminary assessment data; conducted on-site interviews, observations, 
and fi eld surveys; analyzed data using both template and grounded meth-
ods; and developed universal themes. A panel of experts produced recom-
mended practices. The team then identifi ed ten themes related to CDS and 
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KM. These include: 1) workfl ow; 2) knowledge management; 3) data as 
a foundation for CDS; 4) user computer interaction; 5) measurement and 
metrics; 6) governance; 7) translation for collaboration; 8) the meaning of 
CDS; 9) roles of special, essential people; and 10) communication, train-
ing, and support. Experts developed recommendations about each theme. 
The original Multiple Perspectives Framework was modifi ed to make ex-
plicit a new theoretical construct, that of Translational Interaction. These 
ten themes represent areas that need attention if a clinic or community 
hospital plans to implement and successfully utilize CDS. In addition, they 
have implications for workforce education, research, and national-level 
policy development. The Translational Interaction construct could guide 
future applied informatics research endeavors.

Chapter 12 seeks to detail what structures need to be put in place for 
EHS to be successful. Wright and colleagues describe clinical decision sup-
port (CDS) as a powerful tool for improving healthcare quality and ensuring 
patient safety. However, effective implementation of CDS requires effective 
clinical and technical governance structures. The authors sought to deter-
mine the range and variety of these governance structures and identify a 
set of recommended practices through observational study. Three site visits 
were conducted at institutions across the USA to learn about CDS capa-
bilities and processes from clinical, technical, and organizational perspec-
tives. Based on the results of these visits, written questionnaires were sent 
to the three institutions visited and two additional sites. Together, these fi ve 
organizations encompass a variety of academic and community hospitals 
as well as small and large ambulatory practices. These organizations use 
both commercially available and internally developed clinical information 
systems. Characteristics of clinical information systems and CDS systems 
used at each site as well as governance structures and content management 
approaches were identifi ed through extensive fi eld interviews and follow-up 
surveys. Six recommended practices were identifi ed in the area of gover-
nance, and four were identifi ed in the area of content management. Key 
similarities and differences between the organizations studied were also 
highlighted. Each of the fi ve sites studied contributed to the recommended 
practices presented in this paper for CDS governance. Since these strategies 
appear to be useful at a diverse range of institutions, they should be consid-
ered by any future implementers of decision support.
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In Chapter 13, Wright and colleagues show that many computerized 
provider order entry (CPOE) systems include the ability to create electron-
ic order sets, collections of clinically related orders grouped by purpose. 
Order sets, promise to make CPOE systems more effi cient, improve care 
quality, and increase adherence to evidence-based guidelines. However, 
the development and implementation of order sets can be expensive and 
time-consuming, and limited literature exists about their utilization. Based 
on analysis of order set usage logs from a diverse purposive sample of 
seven sites with commercially and internally developed inpatient CPOE 
systems, the authors developed an original order set classifi cation system. 
Order sets were categorized across seven non-mutually exclusive axes: 
admission/discharge/transfer (ADT), perioperative, condition-specifi c, 
task-specifi c, service-specifi c, convenience, and personal. In addition, 731 
unique subtypes were identifi ed within fi ve axes: four in ADT (S = 4), three 
in perioperative, 144 in condition-specifi c, 513 in task-specifi c, and 67 in 
service-specifi c. Order sets (n = 1914) were used a total of 676,142 times 
at the participating sites during a one-year period. ADT and perioperative 
order sets accounted for 27.6% and 24.2% of usage respectively. Peripar-
tum/labor, chest pain/acute coronary syndrome/myocardial infarction and 
diabetes order sets accounted for 51.6% of condition-specifi c usage. In-
sulin, angiography/angioplasty, and arthroplasty order sets accounted for 
19.4% of task-specifi c usage. Emergency/trauma, obstetrics/gynecology/
labor delivery, and anesthesia accounted for 32.4% of service-specifi c us-
age. Overall, the top 20% of order sets accounted for 90.1% of all usage. 
Additional salient patterns are identifi ed and described.

Part V details the role of EHR in the referral process. Electronic 
health records are increasingly being used to facilitate referral commu-
nication in the outpatient setting. Outpatient referrals involve processes 
that include a transfer of responsibility for some aspect of patient’s care 
from a referring provider to a secondary service or provider. They are an 
important but challenging aspect of primary care practice. 

In Chapter 14, Esquivel and colleagues show that electronic health re-
cords are increasingly being used to facilitate referral communication in 
the outpatient setting. However, despite support by technology, referral 
communication between primary care providers and specialists is often 
unsatisfactory and is unable to eliminate care delays. This may be in part 
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due to lack of attention to how information and communication technol-
ogy fi ts within the social environment of health care. Making electronic 
referral communication effective requires a multifaceted “socio-techni-
cal” approach. Using an 8-dimensional socio-technical model for health 
information technology as a framework, the authors describe ten recom-
mendations that represent good clinical practices to design, develop, im-
plement, improve, and monitor electronic referral communication in the 
outpatient setting. These recommendations were developed on the basis of 
the authors’ previous work, current literature, sound clinical practice, and 
a systems-based approach to understanding and implementing health in-
formation technology solutions. Recommendations are relevant to system 
designers, practicing clinicians, and other stakeholders considering use of 
electronic health records to support referral communication.

Section VI is about laboratory test result management and reporting 
practices, which include communication of test results from diagnostic 
services (e.g. radiology and laboratory) to the ordering clinical practi-
tioners, are complex and vulnerable to breakdown. In the EHR-enabled 
healthcare environment, we rely upon technology to support and manage 
these processes. EHRs can incorporate standardized and automated fea-
tures to improve the safety and effectiveness of how laboratory test result 
information is communicated.

Singh and Vij look at the reporting of abnormal test results in Chapter 
15. Healthcare organizations continue to struggle to ensure that critical 
fi ndings are communicated and acted on in a timely and appropriate man-
ner. Recent research highlights the risks of communication breakdowns 
along the entire spectrum of test-result abnormality, including signifi cant-
ly abnormal but nonemergent fi ndings. Evidence-based and practical insti-
tutional policies must uphold effective processes to guide communication 
of abnormal test results. Eight recommendations for effective policies on 
communication of abnormal diagnostic test results were developed based 
on policy refi nement at the Michael E. DeBakey Veterans Affairs Medical 
Center (Houston), institutional experience with test result management, 
and fi ndings from research performed locally and elsewhere. Research 
fi ndings on vulnerabilities in existing policies and procedures were taken 
into consideration. The eight recommendations are based on important re-
fi nements to the policy, which clarifi ed staff roles and responsibilities for 



test ordering, follow-up, and communication; defi ned categories of ab-
normal test results to guide appropriate follow-up action; and elaborated 
procedures for monitoring the effectiveness of test result communication 
and follow-up. Participation of key stakeholders is recommended to en-
hance buy-in from personnel and to help ensure the policies feasibility and 
sustainability. The proposed recommendations for ensuring safe test-result 
communication may be potentially useful to a wide variety of institutions 
and health care settings. These practical suggestions, based on research 
fi ndings and experiences with a previous policy, may be a useful guide for 
designing or amending policies for safe test-result communication in both 
inpatient and outpatient settings.

Chapter 16, by Singh and colleagues, argues that early detection of 
colorectal cancer through timely follow-up of positive Fecal Occult Blood 
Tests (FOBTs) remains a challenge. In the authors’ previous work, they 
found 40% of positive FOBT results eligible for colonoscopy had no 
documented response by a treating clinician at two weeks despite proce-
dures for electronic result notifi cation. They determined if technical and/
or workfl ow-related aspects of automated communication in the electronic 
health record could lead to the lack of response. Using both qualitative 
and quantitative methods, they evaluated positive FOBT communication 
in the electronic health record of a large, urban facility between May 2008 
and March 2009. They identifi ed the source of test result communication 
breakdown and developed an intervention to fi x the problem. Explicit 
medical record reviews measured timely follow-up (defi ned as response 
within 30 days of positive FOBT) pre- and post-intervention. Data from 11 
interviews and tracking information from 490 FOBT alerts revealed that 
the software intended to alert primary care practitioners (PCPs) of positive 
FOBT results was not confi gured correctly and over a third of positive 
FOBTs were not transmitted to PCPs. Upon correction of the technical 
problem, lack of timely follow-up decreased immediately from 29.9% to 
5.4% (p < 0.01) and was sustained at month 4 following the intervention. 
Electronic communication of positive FOBT results should be monitored 
to avoid limiting colorectal cancer screening benefi ts. Robust quality as-
surance and oversight systems are needed to achieve this. The authors’ 
methods may be useful for others seeking to improve follow-up of FOBTs 
in their systems.

xxviii Introduction
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Part VII is titled “Bar Coded Medication Administration”. Bar-Coded 
Medication Administration (BCMA) is a key component of a healthcare 
organization’s inventory control system. A BCMA system consists of a 
barcode printer that adds a barcode label to each medication to be ad-
ministered, a barcode reader used to scan the barcoded patient identifi ca-
tion wristband attached to each patient, a mobile computer (with WiFi) 
that collects the information and transmits it to a central computer server 
that matches the patient identifi cation information to the medication that 
was prescribed.  These systems have the potential to improve medication 
safety by verifying that the right drug at the right dose via the right route 
is being administered to the right patient at the right time.

Chapter 17 gives some best practice recommendations. Patterson and 
colleagues show that since 2000, the Veterans Health Administration 
(VHA) has pioneered the development and deployment of a BCMA sys-
tem. Based on VHA experience, 15 “best practices” for BCMA imple-
mentation, integration, and maintenance are recommended. Data were 
collected on potential barriers to the effectiveness of BCMA to improve 
patient safety by direct observation of medication administration, simulat-
ed BCMA use in a laboratory setting, a survey of nursing informatics spe-
cialists regarding policies and procedures, and 30 unstructured interviews 
with diverse stakeholders. Fifteen practices were proposed, categorized 
by implementation and continuous improvement, training, troubleshoot-
ing, contingency planning, equipment maintenance, medication adminis-
tration, and maintenance of paper patient wristbands. For example, Rec-
ommendation 15 (“Periodic replacement of wristbands”) advises weekly 
bar-coded wristband replacement in long-term care settings to improve the 
scanning reliability. Lessons learned about best practices to address chal-
lenges may offer insight to others considering implementation of bar-code 
technology. 

The fi nal section, Part VII, describes computer-based provider order 
entry; a module within an electronic health record system that allows the 
patient’s healthcare provider (most often a physician, but a nurse practi-
tioner or physician’s assistant could also perform these tasks) to enter an 
order for a diagnostic procedure or therapeutic treatment.  This order can 
then be sent electronically to the appropriate person or ancillary depart-
ment (computer-based order communication) where it is carried out.  In 



addition to eliminating the legibility problems that surround many hand- 
written orders and the need for repeated transcriptions and movement 
of the paper medical record, the system can also check for duplicate or-
ders, potential drug-drug or drug-laboratory interactions, perform dosage 
checks, and ensure that all orders are complete. Computer-based provider 
order entry (CPOE) is the single most important clinical computing appli-
cation that has been developed in terms of its ability to infl uence clinical 
decision-making and provider behavior at the point of care.  While many 
informaticians, clinicians, and organizational leaders have recognized this 
and attempted to develop the clinical computing infrastructure and orga-
nizational culture that would allow such an application to be implemented 
over the past 30 years, to date, very few healthcare organizations have 
been successful.  

Chapter 18, by Campbell and colleagues, attempts to identify and de-
scribe unintended adverse consequences related to clinical workfl ow when 
implementing or using computerized provider order entry (CPOE) sys-
tems. They analyzed qualitative data from fi eld observations and formal 
interviews gathered over a three-year period at fi ve hospitals in three or-
ganizations. Five multidisciplinary researchers worked together to iden-
tify themes related to the impacts of CPOE systems on clinical workfl ow. 
CPOE systems can affect clinical work by 1) introducing or exposing 
human/computer interaction problems, 2) altering the pace, sequencing, 
and dynamics of clinical activities, 3) providing only partial support for 
the work activities of all types of clinical personnel, 4) reducing clini-
cal situation awareness, and 5) poorly refl ecting organizational policy and 
procedure. As CPOE systems evolve, those involved must take care to 
mitigate the many unintended adverse effects these systems have on clini-
cal workfl ow. Workfl ow issues resulting from CPOE can be mitigated by 
iteratively altering both clinical workfl ow and the CPOE system until a 
satisfactory fi t is achieved.

The fi nal chapter, Chapter 19, by Sittig and colleagues, is written in 
response to another article, “Unexpected Increased Mortality After Imple-
mentation of a Commercially Sold Computerized Physician Order Entry 
System” by Han et al. The authors are to be congratulated for their cour-
age in bringing their compelling account of computerized physician order 
entry (CPOE) implementation problems to the medical literature as they 
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tried to interpret their results concerning mortality. Their article is as much 
a search for answers as it is a recitation of the shortfalls in their imple-
mentation process and computer systems. It is critically important to un-
derstand that the types of problems described by Han et al. are not limited 
to their institution. In fact, setbacks and failures in the implementation of 
clinical information systems (CISs) and CPOE systems are all too com-
mon. Although it is tempting to focus solely on the role of new technology 
in the problems highlighted by this example, there are also important les-
sons to be learned about related organizational and workfl ow factors that 
affect the potential for danger associated with CPOE implementation.
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CHAPTER 1

EIGHT RIGHTS OF SAFE ELECTRONIC 
HEALTH RECORD USE

DEAN F. SITTIG and HARDEEP SINGH

Computers can improve the safety, quality, and efficiency of health care.1 
The pressure on hospitals and physicians to adopt electronic health re-
cords (EHRs) has never been greater. However, concerns have been raised 
about the safety of EHRs in light of the limitations of currently available 
software, the inexperience of clinicians and information technologists in 
implementation and use, and potential adverse outcomes associated with 
clinician order entry and other clinical applications.[2-4]

President Obama has referred to EHRs as a solution to reduce medical 
errors. To avoid medical errors resulting from EHR use and to achieve the 
promise of EHRs, this Commentary proposes 8 rights of safe EHR use. 
These rights are grounded in Carayon’s Systems Engineering Initiative 
for Patient Safety, [5] a human factors engineering model that addresses 
work-system design for patient safety.

1.1 RIGHT HARDWARE OR SOFTWARE

An EHR system must be capable of supporting required clinical activities. 
If hardware or software is inadequately sized, confi gured, or maintained, 
the EHR will function poorly. Anything that slows or disrupts the clini-
cian’s workfl ow could negatively affect patient safety. [6] For example, an 
EHR should be able to calculate a medication dose, transmit the order to 



2 Electronic Health Records: Challenges in Design and Implementation

the appropriate department, and notify the nurse of a placed order. A medi-
cation error could easily follow a breakdown in any of these functions.

Local software oversight committees are a way to help ensure proper 
and safe functioning. [7] Another solution may be cloud computing, re-
liablecomputingservices that are accessible from remote locations via 
the Internet. Although the cloud may reduce hardware procurement, 
confi guration, and maintenance burdens for health care organizations, 
its benefi ts hinge on the improvement of Internet speed, reliability, and 
access.

1.2 RIGHT CONTENT

Right content includes standard medical vocabularies to encode clinical 
fi ndings and knowledge used to create specialty-specifi c features (eg, post 
transplant orders) and functions (eg, health maintenance reminders).Con-
tent must be evidence-based, carefully constructed, monitored, complete, 
and error free.

The federal government has taken a signifi cant step toward advancing 
a controlled vocabulary with its support of Systematized Nomenclature of 
Medicine—Clinical Terms, the most comprehensive, multilingual clinical 
health care terminology in the world. The National Library of Medicine 
distributes it for free through an agreement with the International Health 
Terminology Standards Development Organization.Adoption of a stan-
dard vocabulary is prerequisite to implementing advanced clinical deci-
sion support (CDS).To increase access to a standards-based set of vali-
dated, evidence-based CDS, an open access clinical knowledge base of 
interventions should be developed, focusing on helping clinicians achieve 
the quality and safety targets for meaningful EHR use.

1.3 RIGHT USER INTERFACE

The right user interface allows clinicians to quickly grasp a complex sys-
tem safely and effi ciently. The interface should present all the relevant pa-
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tient data in a format allowing clinicians to rapidly perceive problems, 
formulate responses, and document their actions. A key design consid-
eration is the trade-off between clinicians’ desire to see everything on 
1 screen and limited screen space. Errors may follow when clinicians 
miss crucial information in applications that include too much infor-
mation on 1 screen. Yet, systems with too many nested menu options 
or redundant pathways can be diffi cult to learn and time consuming 
to use. The physical aspects of the interface (eg, keyboard, mouse, or 
touch screen) may also contribute to error in the input or selection of 
information.

Another diffi cult problem facing clinicians is the requirement to navi-
gate different interfaces safely and effi ciently at different practice sites. 
Although remedying this problem is a complex undertaking, the federal 
government and EHR vendors should develop common user interface 
standards for health care applications.

1.4 RIGHT PERSONNEL

Trained and knowledgeable personnel are essential for safe use as are soft-
ware designers, developers, trainers, and implementation and maintenance 
staff. System developers should have software engineering skills, be able 
to design effective user interfaces, use existing standardized clinical vo-
cabularies, and have a sound understanding of clinical medicine. Train-
ers, implementers, and maintenance staff should have clinical experience, 
understanding of system capabilities and limitations, and excellent project 
management skills. [6] Clinicians should understand how to integrate the 
system into their workfl ows and how to function when it is unavailable. 
Close interaction among informatics experts, clinical application coordi-
nators, and end users is essential for safe design and use.

In an attempt to create the right individuals, the American Medical 
Informatics Association has created the “10 10 Training Programs” and 
has identifi ed the knowledge and skills necessary for clinical informatics 
subspecialty fellowship programs. Such programs need to be implemented 
nationwide. 
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1.5 RIGHT WORKFLOW AND COMMUNICATION 

Any disruption in workflow or information transfer is fertile ground for 
error. Prior to system implementation, a careful workflow analysis that 
accounts for EHR use could lead to identification of potential breakdown 
points. For example, vulnerabilities in hand-offs could be exposed in such 
an analysis, and communication tasks deemed critical could be required to 
have a traceable electronic receipt acknowledgment.

Errors may result from CDS interventions (ie, alerts and reminders) 
that are not well focused or not judiciously delivered at the point in the 
workfl ow that best supports the clinician’s decision making or data entry. 
[8] Clinical decision support interventions should be streamlined with cli-
nicians’ electronically enabled workfl ow through a standard set of func-
tions (eg, pop-up alerts, pick lists, or order sets).

1.6 RIGHT ORGANIZATIONAL CHARACTERISTICS

As with other safety models, a culture of innovation, exploration, and 
continual improvement are key organizational factors for safe EHR use. 
Organizations should actively facilitate reporting of errors or barriers to 
care resulting from EHR use, even if the fi ndings are used only locally. 
Organizations must also carefully review their existing policies and proce-
dures before implementation. For instance, although EHR systems can im-
prove transmission of critical information through electronic notifi cations, 
this may do more harm than good if there are no policies for appropriate 
follow-up. [9] The Veterans Affairs health system exhibits many model 
organizational features, including a fair amount of central control, stan-
dardized procedures for collecting error data and implementing upgrades, 
and a recent emphasis on studying innovations from end users.

1.7 RIGHT STATE AND FEDERAL RULES AND REGULATIONS

State and federal regulations may act as barriers or facilitators for achiev-
ing safe use.
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The American Recovery and Reinvestment Act stipulates that clini-
cians and health care organizations can receive incentive payments for 
“meaningful use” of EHRs. Depending on the defi nition and timeline for 
meaningful use, this legislation could result in a rush to implement subop-
timal systems. Furthermore, the legislation includes patient privacy pro-
visions, such as access to lists of all third-party data disclosures that will 
require signifi cant modifi cations to existing systems. Regulations to safe-
guard patient privacy are clearly important but may also have the greatest 
unintended consequence on national EHR implementation. Policies must 
address the safety and effectiveness of health information exchange across 
organizational boundaries, which may reopen the debate about unique 
national patient identifi ers. Currently used probabilistic patient matching 
algorithms, used to link patient information from disparate health care or-
ganizations, are prone to error, and many matches are never made. We 
recommend that state and federal governments should create a regulatory 
environment compatible with widespread use and interoperability, there-
by enabling systems to continue evolving while maintaining appropriate 
safety and privacy oversight.

1.8 RIGHT MONITORING

The creation of the Certification Commission for Health Information 
Technology is a signifi cant step toward accelerating adoption, but an 
equally detailed postimplementation usability inspection process is also 
needed. Several reports have described serious errors related to the use 
or misuse of EHR systems, many of which were the result of faulty sys-
tem design, confi guration, or implementation processes. [10] Organiza-
tions must continually evaluate the usability and performance of their 
systems after implementation, reliably measure benefi ts, and assess po-
tential iatrogenic effects. Furthermore, the federal government should 
mandate use of a vendor-independent hazard reporting database and a 
national implementation accreditation test to help ensure that the sys-
tems are functioning as designed and are safe to use. The LeapFrog clini-
cal decision support functionality test is an example of how such a test 
could be constructed.
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EHR developers have encountered many roadblocks to achieving safe 
and effective EHRs for all. Success in the next 10 years will require a 
coordinated multidisciplinary research and development effort, much like 
the formation of National Aeronautics and Space Administration follow-
ing President Kennedy’s promise of a moon landing, to bring the best 
scientists, engineers, and clinicians together to address the problems and 
challenges in ensuring safe and effective use of EHRs. Efforts must move 
beyond the lone informatics researcher in an isolated laboratory if the 
complex interaction of organizational, technical, and cognitive factors that 
affect the safety of EHRs are to be understood and addressed and without 
this understanding, any solutions are certain to be far from optimal. With-
out high-quality, welldesigned, and carefully implemented EHRs, highly 
reliable, safe health care may never be achieved.
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